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Summary of Design Verification and Validation Documents

Experience gathered from Real World use is applied
to improve the next version of technology

Design & Verification & Clinical Deployment/ Post-market
Development Validation Evidence Implementation Monitoring
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Requirements
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Software verification and validation

InaUsTaIA

Verification — §37380 U3 TaN G UITOIIN UV DRI RLA
Validation — maaaa‘ud’]ﬁﬁaw@TLLﬁmmmﬁﬁmu"l,@i”mwmw@Taam?uaa@‘lfﬁ”

aa

A5M3 MU0 ITITNINNTOMALATEININIZ I IEC 62304

Validation User Acceptance
Test

User Need

Verification

Requirements System Test

Architecture Verification Integration
Design Test
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Detail Design Unit Test

Source Code

Summary of Software verification and

validation Report

UT2nauey MLV DTTUYDITONALITN
NAFAY, INUNIINAROL, LNUHNITLANTUN
ARG, NANINAFAL, TOUNNIDIRIA

N

a A oA \ A o
aflawaafindeay, wazasUmibuduaina
neaslagsiy

e 2



IEC 62304

4 * General requirements

4.1 * Quality management system
4.2 *Risk management

4.3 *Software safety classification

5 Software development PROCESS

5.1 * Software development planning

5.2 * Software requirements analysis

5.3 * Software architectural design

5.4 *Software detailed design

5.5 * Software unit implementation and verification
5.6 * Software integration and integration testing
5.7 * Software system testing

6 Software maintenance process

6.1 * Establish software maintenance plan
6.2 * Problem and modification analysis
6.3 * Modification implementation

7 * Software risk management process

7.1 * Analysis of software contributing to hazardous situations
7.2 Risk control measures

7.3 Verification of risk control measures

7.4 Risk management of software changes

8 * Software configuration management process
8.1 * Configuration identification
8.2 * Change control

8.3 * Configuration status accounting

9 * Software problem resolution process
9.1 Prepare problem reports

9.2 Investigate the problem

9.3 Advise relevant parties

9.4 Use change control process

9.5 Maintain records

9.6 Analyse problems for trends IEC62034 Test Report

9.7 Verify software problem resolution

9.8 Test documentation contents 1[daInRan i azdasdfufenunnasgiu IEC
na%*ﬁ'mhq@LLaﬁ:mmaa@ﬂéfmﬁ'ummgmf:ﬁmm
atjanana1ymyldiuas SaMD (Total Product
Life Cycle - TPLC)



Usability Validation
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Cybersecurity
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Cybersecurity
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Cybersecurity
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Verification &
Validation +
Clinical Evidence
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Design &
Development

Deployment/ Post-market
Implementation Monitoring

Requirements

¢ IEC 81001-5-1 (not published): Health Software and health IT systems safety, effectiveness, and security — Part 5-1: Security — Activities in
the product lifecycle.

® IEC/TR 60601-4-5: Medical electrical equipment — Part 4-5: Guidance and interpretation — Safety-related technical security specifications.



Cybersecurity
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N3 mdayatiganalaanns (Customer Security Documentation)
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Cybersecurity
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Safety Risk Management

Cybersecurity Risk Management

ISO 14971
Security Threat Analysis — Threat Model Risk Analysis
Security Risk Evaluation Risk Evaluation
Security Risk Control Risk Control
Evaluation of overall security residual risk Evaluation of overall residual risk
Security Risk Management Review Risk Management Review
L 4 2
Production and post-production activities Production and post-production activities




Cybersecurity
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Cybersecurity
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Cybersecurity
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Clinical Evidence

The Clinical Data and its evaluation pertaining to a medical device

Clinical Data

[ \ Literature searching and/or
Data Generation

Clinical Experience and/or

Literature searching and/or - L
Need for Clinical Evidence o . Clinical Investigation
Clinical Experience and/or |

Clinical Investigation
\ / Published papers
Clinical investigation report etc.
Clinical Evidence
Clinical Evaluation Report with relevant L . ]
Clinical Evaluation <
clinical data J

-

Clinical evaluation: a methodologically sound ongoing procedure to collect, appraise and analyse clinical data pertaining to a medical device

and to evaluate whether there is sufficient clinical evidence to confirm compliance with relevant essential requirements for safety and

performance when using the device according to the manufacturer’s Instructions for Use.



Clinical Evidence

Clinical Evaluation

Valid Clinical Association

Is there a valid clinical association
between your SaMD output and your
SaMD'’s target clinical condition?

Evidence Generation

Use existing evidence (e.g. literature,
original clinical research, etc.) or
generate new evidence (e.g.. Clinical
studies)

Analytical Validation

Does your SaMD correctly process
input data to generate accurate,
reliable and precise output data?

Generate evidence through verification
and validation activities as part of
software development process.

Clinical Validation

Does use of your SaMD’s accurate,
reliable, and precise output data achieve
your intended purpose in your taget
population in the context of clinical
care?

Generate evidence during verification
and validation activities, reference
existing data sources from studies
conducted for the same intended use.
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AINIINNIZUIRNIIN W Machine Learning

Quality Management System 1S013485/GMP (for Class 2-3 MD)

Device Development

e

Training Dataset
Model Selection,
Training, Tuning and
Maintenance

Performance and
Clinical Evaluation

!
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Premarket Assurance of

Validation Dataset

: safety and effectiveness
\__ Data selection and Management l_ ___ i
------------------ Review of algorithm change
Good Data Management T ] g ge
g ] protocol
- | Al medical device I
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| Monitoring and Tracking T Real world performance monitoring
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Artificial Intelligence (Al) & Machine Learning (ML)

Ha1) “locked” and “adaptive” algorithms
. o Aaf A9 o o 6 A A & A % o v A A a
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® Adaptive algorithm (a continuous learning algorithm) ﬁ]ﬁ:Lﬂﬁﬂu‘wqaﬂﬁmmammaaiﬂﬂ"f
mzmumslﬁyujﬁﬁmmvﬁ miﬂ%“mﬂﬁwmaaé’aﬂa‘%ﬁmma’wﬁazgﬂ@ﬁLﬁumﬂmﬂﬂ?"qm]”ayja

Input NENAUA HRANTNIZLANGINUABULAZRARINNNANTENLARNNTU T RB

[87489 US FDA]

= (a3esilaunnddaynniizdng (A-MEDICAL DEVICE (A-MD)) daslidingussdilaunuimidaiunsadinuasyaainsnimisunngluns

A RARENIINRRNNIDNITAA WD LNITINE



U
ot =< ~

o d 6
NFIRSUNTIUNZLUYBLATINaUNNE AI/ML

U
o Q/ =

agatﬁmaumwsumsw%mm

AWLAIDINDUNNE AIML

aala input data

afuneguuuvastaya qmé'ﬂwmum:mmsﬁmnﬁaﬂmm“ﬁ’aga LAZNIZUIUNTT Pre-processing

#AVDNA (Dataset)

qQ u
]
~

Alzlwnszurwn1sWenn AUML

*  aTUNUUNAINNNYBITEYALAZIWIAYBITATBYA Training, Validation Laz Testing Dataset
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General Standards for Medical Al



Example of Standards Apply to SaMD

Software Life cycle

Risk Management

Product Safety

ISO 13485:2016 Medical devices — Quality management systems — Requirements for
regulatory purposes

IEC 62304:2006 Medical device software — Software life cycle processes

ISO 14971:2019 Medical devices — Application of risk management to medical devices

IEC 62366-1:2015 Medical devices — Part 1: Application of usability engineering to medical
devices

IEC 80001-1:2021 Application of risk management for IT-networks incorporating medical
devices — Part 1: Safety, effectiveness and security in the implementation and use of
connected medical devices or connected health software

IEC 81001-5-1:2021 Health software and health IT systems safety, effectiveness and
security Part 5-1: Security — Activities in the product life cycle

IEC TR 60601-4-5:2021 Medical electrical equipment - Part 4-5: Guidance and
interpretation - Safety-related technical security specifications

IEC 82304-1:2016 Health software — Part 1: General requirements for product safety
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